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V I S A  S E C U R I T Y  B E S T  P R A C T I C E S  

Mobile Device Best Practices 

Today’s Landscape 

The way consumers pay has been changing over the years from the humble, piece of 

plastic card in a physical merchant store, to using data (Personal Account Number, 

expiration date, CVV2) obtained from the card online via the internet for e-commerce 

transactions. Over the last few years, there has been a convergence of the two with 

the proliferation of the mobile phone. 

 

In today’s payment ecosystem, there are many ways to use a mobile device to 

purchase goods and services.  Applications and companies are making it easier and 

easier to use your phone to make online purchases as well as purchases in a physical 

store.   

 

ApplePay, SamsungPay, and AndroidPay are just a few of the big name mobile 

wallets launched just over the last 3 years that allow users to store their credit card 

information on their mobile device to make purchases both online and face to face.  

You can use these mobile wallets to tap your phone at the grocery store and buy 

groceries, or go online to your favorite e-commerce store for some new clothes.   

Another common method of transacting on a mobile device is to create an account 

at individual merchants.  Creating an account with the merchant essentially stores the 

card data with the online merchant to make it much simpler to purchase at the same 

merchant in the future, saving them the trouble of re-entering all the necessary 

account information. This typically has additional information like billing and 

shipping address stored at the merchant at the same time. 

 

With more and more payment information being stored at merchants, saved on 

mobile phones, and entered via mobile devices, the security of mobile devices is 

becoming more and more important.  Fraudsters have begun to attack mobile 

devices.  In the past 5 years there have been hacks on mobile wallets like Google 

Wallet in 2012, card on file stores such as Starbucks in 2015, and Venmo in 2015 as 

well.   

 

In each case hackers were able to extract very important data.  For example, in the 

GoogleWallet hack the Personal Identification Number (PIN) was exposed giving 

hackers the ability to access bank accounts, and in the other two hacks many 

customers bank accounts were drained completely. 

Historically, fraudsters have focused their efforts on attacking entities with a 

concentration of cardholder data like a merchant card database. There are many such 

incidents of a large scale attack on a large database such as the merchant.   
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With the proliferation of mobile phone use for payments, the connectivity and 

expanded use of mobile devices, many more fraudsters are migrating to hacking 

individual devices.  It is important to protect all personal information and passwords 

as identity theft is often tied to credit card fraud.  The more information a fraudster 

has on you the easier it will be for them to assume your identity and get past 

different forms of authentication such as security questions, passwords, usernames, 

etc.  There are many ways in which a thief can gain access to your personal account 

information via a device.  These methods can be anywhere from SMiShing (Phishing 

via an SMS text message) to installing a rootkit on a mobile device.*  Because of 

these many vulnerabilities, Visa would like to provide some best practices on 

securing your mobile device to protect your data. 

 

How Can I Be Secure? 

Today, while there is no industry standard or criteria for security on mobile devices, 

there are many common practices to securing devices.   

 

Protecting your information 

 Consider what personal information you share on social media, especially if this 
information are answers to out of wallet challenge questions used for 
authentication purposes e.g. pet’s name; first car model, name of best friend etc. 

 Answer challenge question with consistently incorrect answers. For example, if you 
real birth date is 3/4/75, to use 2/3/74 as the answer consistently for password 
changes. 

 Phishing can be done via text message just like in email.  Do not click suspicious links 
sent via text message. 

 If you know you will not repeat transaction at a merchant do not configure to store 
your data at that merchant. 

 Do not share the same password for your merchant accounts. 
 Given the option, use a digital wallet like VCO to pay at an ecommerce merchant 

instead of storing your credentials at that merchant. 

 

Securing your application 
 Use a strong password for your application store accounts as well to ensure only 

you are able to download apps to your device. 
 Use two-factor authentication to protect your accounts. 
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Securing your devices 
 Update your operating system to the latest version offered by the manufacturer. 
 Update mobile applications to the latest version regularly by setting the app store 

configuration to automatic updating. 
 Only download apps from a trusted webstore.  Beware of fake applications even on 

trusted stores. The number of downloads of a particular application is a good proxy 
for trust. 

 Check the rights you give to each application to the hardware like the microphone, 
camera, etc. 

 Enable the auto-lock feature on your device. 
 Use a strong password and change it frequently.  
 Enable biometrics authentication if available. 
 To prevent unauthorized wireless access to your device disable features such as Wi-

Fi and Bluetooth when not in use. 
 Install anti-virus software. 
 Set up remote wipe of your phone. 
 Configure remote tracking of phone. 
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Am I Secure? 

Use this scorecard to grade yourself on how well you are protecting yourself from 
fraudsters.  This will help you identify where you can improve your security. 

Are you using the latest 
operating system? 

Newest 5 

  

One Version Behind 2 

Two Versions Behind 0 

Does your phone automatically 
lock when it is on hold? 

Yes 5 

  No 0 

How strong is your password? 

Biometric (Fingerprint) 5 

  

8+ Character 
Alphanumeric 4 

Pattern Password 2 

4-6 Digit PIN 2 

No Password 0 

Do you require a PIN for your 
carrier when purchasing a new 

device or altering your plan? 

Yes 5 

  No 0 

Is there a rootkit on your 
phone?* 

Yes 0 

  No 2 

Has your phone been 
jailbroken?* 

Yes 0 

  No 2 

Are your Bluetooth and WiFi 
enabled only when necessary? 

Yes 3 

  No 0 

Does your phone allow third 
party apps 

Yes 0 

  No 3 

Does your browser store 
passwords? 

Yes 0 

  No 3 

Are your location based services 
only enabled when necessary? 

Yes 3 

  No 0 

 

Total Score   ___________ 

Very 
Vulnerable 0 8 

Vulnerable 9 15 

Moderate 16 22 

Secure 23 29 

Very Secure 30 36 
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Appendix 

 
Jail Breaking 
What is it? 

Jailbreaking is essentially freeing your phone from any restrictions imposed 

by your mobile carrier and/or device manufacturer (ie. Apple, Samsung, etc.).  

Jailbreaking is a software hack that allows the user to utilize the full 

functionality of a device.   

Why do people do it? 

The reason people jailbreak a mobile device is for customization and also to 

download third party apps that may not be available on the Apple Appstore 

or GooglePlay store. 

What are the dangers? 

1. If a device is jailbroken, then the normal security features installed by the 

manufacturer or carrier are no longer effective and your device is more 

exposed to threats. 

2. Downloading of third party apps is a huge risk as these applications are 

not vetted by trusted sources such as Google or Apple.  These 

applications often come with other malicious software attached. 

 

How do I know if my device has a been Jailbroken? 

There are a few ways to detect if your mobile device has been jailbroken. 

3. Check for applications such as “Installer”, “Cydia”, and “Icy”.  The most 

common methods of jailbreaking allow for these applications to 

automatically be installed on a device. 

4. Check to ensure all default applications are still installed.  Mobile devices 

come with default applications installed by a carrier or manufacturer.  

These applications are permanent and cannot be uninstalled normally.  

The only way to remove these applications is if the phone is jailbroken, so 

if any default applications are missing your device is jailbroken. 

5. For cell phones and data enabled tablets, check to ensure you are 

connected to the correct network; that is if you are Sprint customer, but 

your device shows you are connected to the AT&T network, then your 

device is jailbroken.  People jailbreak devices to allow them to connect to 

multiple networks for better connects, or to evade paying. 

 

What do I do if my device is Jailbroken? 

If you have found that your device is jailbroken, it is best to secure the device 

immediately.  How is this done?  While there are many ways to ‘unjailbreak’ a 

device, the device may still not be 100% secure and will be vulnerable to 

outside threats.  The only way to completely revers the break is to obtain a 



October 2016 Visa Confidential 6 

*See Appendix 

 

new device that has never been jailbroken.  A good rule is to always purchase 

a new device from a trusted carrier or retailer, and avoid secondhand devices. 

Rootkit 
What is a rootkit? 

A rootkit is a malicious software used to control a computer system while 

remaining masked to the system. 

What are the dangers? 

If a rootkit is installed on a mobile device, a hacker can control the device 

remotely without the user knowing about it. 

How do I detect a rootkit? 

Rootkits are designed to be very hard to detect.  Special software is generally 

needed to detect a rootkit.  There is no simple solution to detection and 

removal of a rootkit. 

What do I do if my device has a rootkit on it? 

As in jailbreaking, there is software to remove a rootkit, but your device may 

still not be fully secure.  It is best to obtain from a trusted carrier or retailer.  If 

you are a merchant using a mobile device to accept payments, only download 

the necessary software to accept payments.  Avoid using the same device for 

personal or other purposes. 

 

SIM Swapping 
What is SIM Swapping? 

A fraudster will acquire your mobile carrier account information generally 

through phishing emails or vishing calls.  Some of this information is available 

through the black market already as well.  Once they have your information 

they will use it to pretend to be you and ask your carrier for a new SIM 

claiming that they lost their old one or it was damaged.  In doing this, your 

mobile device will stop working and all the SIM traffic will be directed to the 

fraudster’s phone.  

What are the dangers of SIM Swapping? 

Fraudsters are now taking this SIM swapping to the next level by using the 

SIM card and phone to receive text messages in order to do two-step 

authentication for bank accounts and or credit cards.  They can use this 

capability to transfer money, alter account information, etc. 

How can I detect if my SIM has been swapped? 

When SIM swapping occurs, your current mobile device will stop functioning.  

If you are no longer able to place calls or sent text messages despite being in 

range of service, your SIM might have been swapped. 

What do I do if my SIM has been swapped? 

If your phone no longer works, contact your carrier immediately.  The carrier 

can freeze your account and disable the new SIM card the fraudster has 

control of and in some cases prevent the purchase of the new phone if 
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caught soon enough.  There are also some preventative measures to be 

taken. 

 Basic phishing and vishing awareness.  Never send personal 

information via email.  Ensure that email from bank is actually from 

bank.  If a call is received from bank hang up and call back actual bank 

number to ensure actually from bank. 

 Ask your mobile carrier to require a PIN for any account changes, 

purchases, etc. 

 

   

 


